COUNTY OF ERIE
LOCAL LAW NO. 7
1984

A LOCAL LAW implementing the New York State.
Personal Privacy Protection Law in the County of Erie.
BE IT ENACTED BY THE ERIE COUNTY LEGISLATURE, AS

FPOLLOWS:

Personal Privacy Protection Law.

Section 1. General Policy.
Section 2. Definitibns.

Section 3. Powers and Duties of the Committee.
Section 4. Agency Obligations.
Section 5. Access to Recards.
Section 6. Disclosure of Records.
Section 7. Civil Remedles.
Section 8. No Waiver.

Section 9. Severability...
Section 10. Effsctive Date.
SECTICH 1. General Policy.

The County Legislature hereby finds that County
government collects much infermation on many private citi-
zens. The existence of data banks and informatlion systems
and the increasingly sophisticated technology which makes
them possible pose a potantial threat to the right of
privacy. Th2 Legislature seeks to regulate the creation,
malntenance and userof these systems by the County of Erie.

SECTION 2. Definitions.




(a) Agency. The term "agency" means the County
Legislature or any County department, becard, bureau, divi-
sion, commission, committee, public authority, public
corporation, council, office or cher governmental entity
performing a governmental or proprietary function for the
County, except the offices of District Attorney, Sheriff,
County Attorney, Probation and the Department of Central
Police Services.

(b} Committee. The term “"committee" means the
Committee on Open Government as hereinafter constituted.

{c) Citizen. The term "citizen" means any
naturazl person about whom personal informatiocn has been
collected by any agency.

(d) Disclose. The term "disclose" means to
revzal, rzlease, transfer, disseminate or otherwiss ccmmuni-
cate personal information or records orally, in writing or
by electronic or any other means othgr ?han tovthe citizen,

{e) Governmental Unit. The term “governmental
unit" means any governmental entity performing a govern-
mental or proprietary function for the federal government or
for any state or any municipality therecof.

(£} Law. The term "law" means local, state—ér

ecderal statute, rule reculation or ordinance.

.

{g} Perscnal Information. The term "personal

maticn" means any informaticn concerning a citizen
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which, because of name, number, svmbol, mark or other

idzntiZier ~£an be used to identify that citizen.



(h)

Public Safety Zgency Record.

mi <+
ie term

"public safety agency record” means a record of any agency

or component of County government thereof whose primary
function is the enforcement of civil or criminal statutes if
such record pertains to investigation, law enforcement,
confinement of persons in correcticnal facilities or supar-
vision of persons pursuant to criminal conviction or cours
order, including but not limited to, records maintained by
the Sherifi, County Attorney, the Depaftment of Central
Police Services, Probation, the Office of Criminal Justice
or any cother like agency.

(1) Record. The term "reccrd” means any itemn,
collection or grouping of personal information about a
citizen which 1s maintained and retrievable by use of the
nams cr other Ildentifier of the citizen. The tarm "record!
shall not incliude personal information which is not usad =3
make a determination about the citizen if it is:

1. A telephone bock or directory which is
used exclusively for telephons and
directory information;

2. Any card catalcgue, book or other
resource material in any libriaryv;

3. Anvy compilation of infeormation ccontaining
names and addresses only which is used
exclusively for the purpose of mailing
agency information;

4. Personal information recuired bv law to



be maintained and required by law to be
used, only for statistical research or
reporting purposes;

5. Information reguested by the agency which
is necessary for the agencv to answer
unsolicited reguests by the citizen
for information; or

6. Correspondence files.

(j) Routine Use. The term "rocutine use” means

3

with respect to the disclosure of a recor

o8

or personal
informaticon, any use of such record or personal information
relevant to the purpose for which it is collected, and which
use 1s necessary te the statutory duties of the agency that

collected or obtained the record or personal informaticn or

necessary for that agency to cperats a program specifically
authecrizad by law,
(k) System of Records. The term "system of

(3

c’b " - . . J_-
records" means any group ¢f records under the actual or
constructive control of any agency pertaining to one or more

data subjects and from which personal information is re-

(1]
o1

trievable by use of the name or othar identifier o
citizen.

SECTION 3,

1. Committee gn Open Government constituted.
There is herehy created a committee on open government to be
composed of a county official designataed by the County
h

desicnated bv the chairman of
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the County Legislature and a third person selectad by the
other twoe. The third perscn shall not be a member or
employee of any county agency.

2. The committes may, upon reguest of a citizen
eligible to make a request, pursuant to §5 of this
local law, investigate, make findings and furnish an adviso-
ry opinion in connection with the requirements of §5 of this
law. Prior to the issuance of an advisory opinicn, the
commities may reguire an agency to provide additional
infcrmation which the committee deems necessary to render an

inicn. However, no system of records exempt Zrom the
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provisicns ©f §5 cf this local law shall be subkiject to the
provisions of this subdivision.
3. Within thirty (30) business days of the

! - . . , s . -
rYecaiptT OL 3 Rrivacy Lmpact sltatemsnt Y a suphlamen

statements to determine whether the maintenance of a svstern
is within the lawrul authgrity:og the agenéf and to deter-
mine whether there has been established rules and procsadurss
as reqguired by §4 of this law. However, such review by the

committee shall not include examination of personal informa-
Cv.

ticn or records collected or maintained by such agency

and result shall net constitute an advisory opinion and

shall not be reported as such by the committee and there




shall be no obligation upon the agency to respond to such

notification or result.

1

4. The committee shall report its activities and

findings, including recommendations for changes in the law,

r

to the County Exacutive and the Ccunty Legislature annually
on or before December 15.

SECTION 4. Agency Obligations.

1. Each agency that maintains a system of records
shall:

5

(a) Zucept when a citizen provides an

e

agency with unsolicited persocnal
information, maintain in its records onlv
such personal information which is

relevant and necessarv to accomplish a

= R = - —~y T -
Durposs of the agency reguired to be
= HEEN=Y S 3 = . - FERR -
accemplishea by statute, executive corder,

I

local law, resclution, or &g implement a
progra% specifically authcrized by law,
resclution or ordinance;

(b} Cocnsistent with the standards of
paragraph (a}) of this subdivision, main-
tain all records used bv the agency
to maxke any detarmination about anv data
subject with accuracy, relevance, timeli-
ness and c¢omplet=sness, provided, however,

that perscnal Information or records

roeceived by an agency Irom anotheor



governmental unit for inclusion in public

safety agency records shall be presumed

Collect personal information directl

s

frem the citizen whenever practical
except when collected for the purpose of
making guasi-judicial determinations;

Provide each citizen whom it

provided in this paragraph. Where such

o

notification has been provided, subkse-

quent reguests for informatiorn from the

i. The name of the agency and any sub-
divisicn within the acency that is

recuaesting Lne perscnal iniormation

and the name or {itle of the svstem

2 - je 4 [ :
of records in whilich such
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telephone number of the agency
official who is responsible for the
system ¢of records:

iii. The authority granted by law, which

(6]

(£)

authorizes the collecticn and
maintenance of the information;
iv. The effect upon such citizen,
£ any, of not previding all or any

part of the regusstad information:

(h

V. The principal purcose or purposes
for which the information is o ke
collected;

vi. The use which may be made of the
information pursuant to paragraphs

0

o}
3

i

(b}, {c}) and (I} o©of =subdivi

visicn of this

G

destroved to aveoid the pr
local law;
Cause the reguirements of this law to be

pplied te any contract it executes for

=1
the operaticn of a system of reccrds, or




(1)

tiss of persons pertaining tortheir
Involvement in the desgign, developﬁent,
cperation or malntenance of any system
of records, and instruct each such perscn
with respect to such policies and
requirements of this local law, including
any other rules and regqulations and
procedures adopted pursuant to this local
law and the penalties for noncompliance;

Establish appreopriate administrative,

echnical and phvsical safeguards Lo

ful

insure the security of the records;
Establish rules governing retention and

timely disposal of records in accordance

[

Designate an agency emplcvee who shall

e responsible for insuring that the
agency ccmplies with 211 of the

provisions of this local law;

under

jo )

Whenever a citizen is entitle
this local ilaw to galn access to a
record, discleosa such a racord at

. . }
tfice cr bv malil;

w0
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the agency

inform the citizen of its procedure

= ; £ imiFiAl mim e 3
for review OIL lnitlal determinztion and




{m)

the name and business address of the
reviewing officials.

Maintain a reasonably detailed current
list of all systems of records it main-
talns. The list shall include the name
of each system cof records subject to the
provisions of this law, the name and
subdivision of the agency maintaining it,
the title and business address of the
rersen responsible thersifior, the
approximate number of data subijects and
the categories of information collectead,.
This list ghall be known as the
departmental svstem of records list”

A copv of this list

Executive. The list is tc be undated

semi-annually and the date o
recent updating shall appear on the

first page of the list.

File a privacy impact statement with the

Deputy County Executive and the

Committes. Such privacy 1lmpact statemant

shall include the following information

1

cn a form to be promulgated by the Deputy
Cocunty Executive:
and the sub-

{a) The name of
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(g) The discliosure of personal
inforration within the system of
recoris that the agency will
regquiarly make for each category of

information and the authority for

such disclosure;
(h} The general or specific statutory
authority for the collection, main-

uch

ki
9]

tenance and discleosura of

{D

category of inIcrmation within the
system of records;

Policiss governing retenticn and

—
I..l.
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timely disposal of information

within ths svstem of records in

accordance with the law;
{3) Ezch and every scurce Ior =sach
category of infermation within the

system of reccrds;

{k} A statement indicating whether the
system of records will be maintained
manually, by autcmated data svstem,
cr becth.

2. In order to carrv out the provisions of this
local law, the Devuty County Executive shall promulgate
rules which shall set forth the following:

(@) Procedures by which a citizen can

ER
Fty

learn if a system ©f recocrds contain any
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the data subject's recquest, to the data
stbject’s reccrd;
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recorc, for making a determinatiocn on
such reguest, and for an appeal within

the agesncy of an initial adverse agency
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a rocord cr personal information, and
the name and address of the person aor
governmental unic to whem the disclosure



(c)

(d)

Retain the accounting made under

accounting 1s made, or for the life of
the record disclosed, whichever is
longer;

At the recquest of the citizen,

infcrm any perscn or other governmental
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ClTiZen To wWhicohm TIle rac0rd pertiins
providass Lae name CL sSucn narson or

governmental unic;

With respect to a disclosure made for
inclusion in a public saifety agency
record or to a governmental unit or
component thereci whose primarv function
is the enforcemsnt of civil or criminal

statutes, notify the receiving

1

governmental unit that an accounting o
such disclosure is being made pursuant

tc this subkdivision and that such

Dla to the

'».J.

accounting will bhe accoss




receiving governmental unit pursuant to

paragraph (&) of this subdivision:
With respect to a disclosure made for

inclusicn in

fu

public safetv
record or to a governmental unit or
primary function

component thereof whose

enZorcement of civil or criminal

Zvecililes the approximate date on

ermination will no longsr be
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oplicable, refuse the citizen

o]

access to such accounting or information

that such accounting has been made,

except upon court ordered subpoena,
durinc the applicable time pericd. Ucon
the expiration cof said time pericd, the

racelving
continued relevancy oI the initial
Cz=terminaticn and, unless ragusscad in
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writing by the receiving governmental
unit to extend the determination for a

1-

pecified pericd of time, shall make

03]

available to thes citizen an

accounting of said disclosure;

[

In making a disclosure pursuant to sub-
division 1 of Section 6 of this local
law, an agency shall make such disclo-

sure pursuant to paragraphs (d), (1) or

t

(1} of said subdivision onlv when said
disclosure cannot be made pursuant to

anv other paragraph of said subdivision.

Any agancy which has established a svstem of

records shall file notice of the
estaplishment of such a svstem with tha
Deputy Countvy Executive within thi-ty

business davs of the eiffective date of %his
v, : w

local law.

Anv agency which seeks te establish a

system of records subsequent to the

effective date of this lccal law shall

file with the Deputy County Executive and

the Committee a privacy 1mpact s

prescribed by sub-division 1(n) ¢f Section 4

\.

of this local law. Anv agency which seeks
tc modify a system of records in a wav which

lnaccurate anv informatlicn set
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statement,

and the neotice described in paragraph (a)

of this subdivisicn shall file with the
committee a supplemental statement to
coniorm the privacy impact statement or
notice to the proposed modification. Unless

the date by which such proposed system or

modification required by law to be

instituted is less than thirty business

s
rr
3
D

iavys from the date of the filing o
privacy impact statement, no such
proposed system or mcedification shall be
instituted until the completion of the

procedures set Iorth in subdivisicn (3)

g o1 - T
nis lcczl lan

o)

days of the receipt of an advisory cpinion issuad by the

committes, respend in writing to the committse as to the
fellowing:
{z) The acticn it has taken, or will take, to

comply with the advisory opinicn; or

i) The reason for dizagrcemenrt and non-
compliance with the advisory orpinion.
6. Cn or before the first day of September of
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and with respect to reguests for correcticn or amendment o
records pursuant to subdivisions 1 and 2 ¢f Section 5 of
this local law respectively, the following information:
(2) The number of determinations made to
grant such recuests; and
(b) The number of determinations made to deny
such regquests, in whole or in part,
respectively.

7. The provisions of paragraph (c) and {4} of
subdivision 1 ¢f this secticn shall net applv to the follow-
ing:

fa} Perscnal information that is collected
for inclusion in a public safety agsncy

record:
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{(b} P
citizan receiving servicas at a
treatment facility, provided that each
such.citizen ;hall, as éoon as
practicable, be provided a notification
including information speciiied in sub-
paragraphs (i), (ii), (iii), (1v), (v)
and {vi} of paragraph {P) of subdivisicn

cf

wn

1 of this section describing syste:
records concerning the citizen

maintained at the treatment facility,



8 The provisions of subdivision 2, 3 and 6 of
this secticn shall not apply to public safety agency re-
cords.

9, Nothing in this local law shall abrogate in

igaticon regarding the maintenance of records

0

[

any way any ob
otherwise imposed on an agency at law or in equitv.
SECTION 5. Access to Records.

(1) {a) Each agencv subject toc the provisicons of
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this local law, within five businsss da-

written reguaest Ircm a
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cdescribed pertaining to that citizen,

shall make such record available to the

citizen, denv such reguest in whole
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regquest™and a &tatement cf the approximats
date when such request will be granted or

denied, which date shall not exceed thirty

1

days from the date of the acknowledgment.

(k) An agency shall not be reguired to provide




{c)

use of the data subject's
description therecf, or by use of
citizen, withou® extraordinary
search methods being emploved bv
the agencyv; or

(iii} Access to such record is reguired
to be.provided pursuant to sub-
divisions 5, 6 or

saction.
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or off
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Uson pavment o r to pay, the fe=s
prescribed by Local Law No. 8 - 1978,
Section 7, sub-paragraph (i), the agency

shall provide a copy ¢ the record

: =~ 3 ~ 7 Zer 4 =1 e =
recussTed and certlIiv to the ¢orrsctness

accompanied by a document fully

data sulject's chocsing Lo accompany

the citizen when reviewing ana




2.

I

ach agency shall, within thirty days of
receipt of a written reguest from a citizen for correction
or amendment of a record or personal information, reasonably
descriked, pertaining to that citizen, which he or she
belisves is not acecurate, relevant, timelv or complete,
either:

nt in whole
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that upen his or her reguest suchh a
corraction or amendment will be provided

to any and all persons or governmental
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reasons therefor.

3. Any citizen whose reguest under sub-
1i-rigicn 1 or 2 of =hig section is Zdenied in whole or in
nart, may within thirty business davs, appeal 3uch denial in

writing tc the Deputy County Executive on a form prescribed

Lv the Deputy County Executive, except that as regards the

s office, the County Clerk's office, the Dis-
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S S Of oe and the 8




shall be to the head of the agency or to a perscn designated
by the head of that agerncy. In the case of the County

1 be to a person designated by

[

Legislature, the appezl sha
the Chairman of the Legislature. Such official shall within
seven business davs of the receipt of an appeal concerning
denial of access, or within thirty business days of the
receipt of an appeal concerning denial of correction or
amendment, either provide access to or correction or amend-

ment of the recoerd sought and inform the citizen that, upon
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his cor her recuest, such correction or amendment wil

-

provided to any and all perscns or governmental units to
which the record or personal information has been or is
disclosed, pursuant to paragraph (¢} of subdivision 3 of

Section 4 of this iocal law, or fully explain in writing to

4 If correction or amendment ¢0f a recordé or
personal informaticn 1is denied in whole or part upon appeal,
the agency shall inform the citizen of the right to file
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@ agency a statemen
setting forth the reasons for disagreement with the agencv's
determination and that, upcon recuest, his or her Statement
of disagresment will be provided to anv and all persons or
governmenrtal units to which the record has been or is

. . . o . e ~
disclecsed, pursuant to paragraph {(¢) of subdivisicn 3 of
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Section 4 of this local law. With regard to any personal
information about which a citizen has filed a statement of
disagreement, the agencv shall clearlv note any portion of
the record which is disputed, and shall attach the data
subject's statement of disagreement as part of the record.

's statement of disagreement
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When providing the data subie
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to other persons or governmental unit
(c) of subdivision 3 of Section 4 of this local law, the
agency may,.if 1t deems appropriats, alsco inciude in the
record a concise statement of the agencv's reason for nos

making the regquestsd amendment.

5. Anv agency which may not otherwise exempt

personal information from the operation of

©

this section may do so, unless access bv

the citizen is otherwise asuthorized

or disclose confidential infor-

mation relating ko a criminal
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5. No

agency to provide a citizen with access

{a)

{z)

Bl

investigaticn; cxr

Reveal criminasl invastigatlive

technigues or

routine technicuss and procedures.

thing in this secticn shall regquire an

to:
Persconal information o which he or

she is specifically prohibited by

statute from gaining access;
Patient records regarding mental dis-
abrlity or mediczl records where such

law ;

e at a
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holding center which 1s evaluative in

such access is

Hh

provided, would endanger the life or

perscn, unless such

sarety of p

accass 1s otherwise permitted

~

by law or by courtT crdar

Attorney's work nroduct or material
prepared for litigation before

judicial, quasi-ludicial or

adminlstrative tribunals, as
described in scbhdivision {c) and (d)




of Section 3101 of the Civil Practice
Law and Rules, except pursuant to
statute, subpeoena issued in the
ccurse of a criminal acticn or

ourt order or Grand Jury

e]
[
0
]
()}
D
[oN
}—J
v
0
9}

sukbposna, search warrant or other

g. Dothing in this section shall limit, restrict,
abregate or deny anv right a perscon may otherwise have,
including rights grantsd pursuant to the state or federal
constituticon, law or court crder.

SECTIONN 6. Disclosure of Records,

{1} Yo zgsncv may disclose anv r2cord or

DE2rsoridLs IO TION Un

[ - »"'4.;.‘ ) ~ 2 1 4}
uant to a written reguest by or the

ngent or the data

rded that such request or

e
subject, provid

r its terms limits and

specifically describes:
(1) The personal inrformation which 1s

] The person or ldentity to whem

such personal intformation is

Cu

requestad 0 kbe disclosed; an




{c)

{1ii) The us=2s wnich will be made of

-

such personal information by the

person or entity receiving it; or
To those officars and emplovees of and
ceontract with, the agency

to those who

that maintains the record i1f such

disclosure is necessary to the perform-

Or necessary

specifically

red by statute,

cfficial duties pursuant

of the agency reguired o

executiv

Y

law, resclutien, ordinance
to operate a program

authorized by law; or

Section 6

of Lccal Law No. 8 of 1978; or

To officers or emplovees cof another
governmental
information scucht
necessary for
program specifically

unit to operate a

authorized bv statute and 1f the use

for which the informatlion i1s regueste
i not relevant to the purpoze for




{e)
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th

For a routine use as defined in sub-

divisicn 10 of Secticn 2 of this

()]

Specifically authorized by statute or

"y

sceral rule or regulations; or

To the Bureau <f Cansus for purrposes
of planning or carrving out a census

.
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or survey or relatsd activity nu

to provisions of Title

To a person who has provided the acency

fed e
I

reveal the identity o anv citizen;
o

or

Pursuant toc a showing of compellin

circumstances aflfscting the health or

trans-
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avaluation bv the head of the archival

itv or his or her designee to
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determine whether the record has such
value; or

To any person, pursuant to a court
ordered subpoesna or other compulsory
legal process; or

For inclusion in a public safety agency
record or to any governmental unit or
component thefeof which performs as one
o its principal functions any activity
pertaining to the enforcement of criminal
laws, provided that, such record is

reasonably described and is reguestad

sclely Zor a law eniorcement funcitlicon;
or

Pursuvant to a sezrch warrant; or

To officars or emoloveeb o_ anotner

agency to cemply with the mandate of an

evecutiva order, but onlyv 1f such reccrds

for making anv detormination

joo
8]
o+
o
0
b
1
1]




{b}

2. Nothing in this section shall reguire disclo-

1 information which 1s otherwise
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pronibitad by law from beling disclcsed;
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Patient reccords concerning menta
dicabilitv or medical rececrds where such

disclesurs is not otherwise reguired by

law;

Personzl infcrmation pertaining to the
incarcerazticn of an inmats at a county
cerrecticnal facility or holding center

whicnh is evaluative in nature or which,

if disclosed, would endanger the life

or safety oI any perscn, unless such
dizclosurs is otherwise permittea DV
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Law
Attcrney's work product or material

L i i}
prepared for litigation before judicial,

(c) and {d) of Secticn 3101 of the Civil
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SECTION 7. Civil Remedies.

(1) Anvy citizen aggrieved by any action
taken under this article may seek judicial
review and relief pursuant to Article 78
of the Civil Practice Law and Rules.

(2} In any proceeding brought under subdivision
1 of this section, the party defending the
action shall bear the burden of proof.

(3) MNothing in this local law shall be cecnstruad
to limit or abridgé the right of anv person
tc cbtain judicial review or pecuniary or
other relief, in any other form c¢r upon any
other basis, otherwise available to a person

aggrieved by any agency action under this

SECTICN 9. Severability.

If any provision of this local law or the applica-
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on o therect Lo any person ¢r clrgumstances

invalid by a court of competent jurisdiction, such judgment

shall not affect or impair the validitv of the other pro-

h oarticle or the application thereof to cther
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ICN 10, Effective Date. This local law shall

1

the Tirst day of September, 1984; provided,

t

take effect o

3

however, that agency action necessary for the functioning of

this local law on such date shall be taken prior thereto.



